
Staying safe online ...

...tracking, scams and phishing exposed



The plan - where am I heading?

Part 1: The threats - real and perceived
Questions and comments

Part 2: Should you be frightened
More questions and comments

Part 3: Measures to protect yourself
Questions, comments and discussion



Thought grazing

Thoughtgrazing for Cardiff U3A members - https://thoughtgrazing.org

Is Private, you need to register with your U3A membership number. It provides 
access to Forums (including ones for Security and Privacy) where you can ask 
questions and raise issues or concerns which will be picked-up by members of the 
Computer Group. You can also see the Notes of the Computer Group Meetings.

Thoughtgrazing for third agers - https://thoughtgrazing.com

Is Public. Anyone can visit the site. Has posts of general interest for “third 
agers” and their use of Information Technology (IT).

https://thoughtgrazing.org
https://thoughtgrazing.com


Part 1: The threats - real and perceived
The real nasties and the annoyances that don’t really do any harm but are pervasive all the same

What are they and what are they attempting to do? 











Security and privacy

Where do you stand?

Terrified -> Apprehensive -> Sensibly Aware -> Relaxed -> Unconcerned

What’s the difference between security and privacy (in IT terms)

Opening a browser you may be asked to accept ...

Cookies

… and then challenged to remove ...

Ad-blockers

… it’s your decision; it’s down to GDPR rules and putting the consumer back in charge.









Security and privacy - 2

Browsers

Search engines









Part 2: Should you be frightened?
Banking, shopping, other bodies

Mobile phones or online access through web browsers

Identification of threats - scams and phishing attacks

Not just emails and webpages - texts and phone calls too

Frightened - NO … Cautious - YES!















Part 3: Measures to protect yourself
Common sense (too good to be true) and simple guidance

Email headers. Web links. Etc etc.

Have I been pwned? 

Passwords and password managers

Two-factor authentication (if time)

References

Which? Scam Alert Service. 

Age UK.



What should you do to protect yourself?

● Keep your operating software up to date. This is particularly true if you’re a Windows user, and even more true if you are still 
running an older version of Windows than Windows 10. If you’re using Windows XP, Windows Vista or even Windows 7 you 
should seriously consider disconnecting your machine from the internet.

● Install anti-malware, or anti-virus software if you’re a Windows user. Don’t pay more than you need to. Windows Defender 
from Microsoft is Free and for us relatively undemanding users more than sufficient. Keep it up-to-date as well! [As I said 
previously, your bank might be offering free software as well.]

● Keep the software you use regularly up to date as well. Consider removing any software from your machine you don’t use – 
this is because software vulnerabilities are discovered sometimes quite a while after the software was first released.

● Be cautious over installing extensions into your browser. These are often extremely useful and valuable tools, ie password 
managers, Dropbox, note taking, Google Back up and Sync, but if you don’t get them from the official sources then you might 
be importing vulnerabilities, eg spyware and trojans to your system.

● Very seriously consider  logging-out from social media and other retail sites when you've finished using them, especially 
Facebook, you just don't know what tracking and logging of what you do, even where you are, if you're logged in on a mobile 
device.

● Free software is both a boon and a curse. Only download open source software from a reputable site such as Softpedia, and 
never try and get proprietary software for free.

https://www.softpedia.com/


What should you do to protect yourself? (cont’d)

● Remember the golden rule 1 – if it seems too good to be true, it probably is, so steer clear!
● Remember the golden rule 2 – don’t speak to strangers (an oldie but goldie one, that); in other words if you don’t know where 

an email has come from – ignore it; if the website address looks a little strange – do an internet search on the company or 
organisation to check if the address you’re looking at is a spoof of the proper one.

● Have more than one email address. Use one as your personal address, other ones you can use to “throw away”when you 
need to register to a website, but you’re unlikely ever to go back to it again.

● Seriously consider using an email service that is NOT connected to your Internet Service Provider (ISP) – if you decide to 
change your ISP, and you should review them periodically, then you will have real problems if your email address is linked to 
their service!

● You’ve got Spam filters running? Of course you have. Probably your ISP, or email provider (eg Gmail, Yahoo, Microsoft 
Outlook or Hotmail) is filtering out what it thinks is spam, but occasionally some gets through. If that’s the case then you can 
always look at the real sender of your message.


























